[MapTHepckaa nporpamma

* [lpeumyLiecTtBa 1 npusuniermu
 PeweHna onsa kNneHToB
 BbIrogHble ycnosus

* [lpospavHasa napTHepcKkaa nporpaMmma
« HapexXHocTb

NpunHa JlecHnuas

PykoBoguTenb No pa3BuTUIO NapTHepcKon cetn AFI Distribution
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KTO Takme AFI
‘eorpadua AFI

"lopTdenb pewieHnin AFI

v’ YcnoBus napTHepcTBa
v lMoppaep>kka napTHepy
v' AKTyanbHble aKL MM



0O KoMNaHuwu
AFI Distribution

AncTpnbbIOTOP peLleHnin Ana aBToMaTm3aunm u

3aLMTbl KOMMbIOTEPHbIX ceTen N0bbIX MaclwTaboB.

Jler kOMaHpe
[lepes pacnpocTpaHeHNEM Mbl MPOBEPUIN KaXAYHO

nporpamMmmy 1 noaroTtoBnan cneunaanmctoB AN PewueHus NCNOJIb3YyIOT

700 000

KOMMaHWN B Mupe

noMown N nogaep>Kkm Bac U BallnNX KINEHTOB.

AKTyaIIbeIe 7 Ha,ﬂlé)KHbIe peweHnA

[TocTaBKM TONBLKO Yepes NapTHEPOB MapTHEpbI

B P® n CHI

Jlyywive ycnosua n nogaep>xka gnsa Bac

[MpoBEPEHHBIV MEXaHW3M 3aLMUTbl CAEN0K



[MbKune npoLeccol onsg NnapTHepoB

B Bawen paboTe He NpuUAaeTcs HUUYEro MEHATDb

MHTepHeT-marasuHam MocraBwukam MO AuvcTpubbroTopam UT-nHTerpatopam
[oTOBbIE TEKCTHI U rpadumka, BecnnaTtHoe obyueHwe, [NocTaBka ¢ coxpaHeHnem [NpoeKkTHOe COTPYAHNYECTBO,
6bICTpaﬂ OTMpaBKa 3aKa3a “ OﬂepaTMBHbIVI pacyeT LeH, BCEN Lenn I'IapTHépOB Ha nMoMOLb B NOATOTOBKE

nonyyeHmne .I'II/ILlleH3I/Il7l nomMolLlb B pa60Te C KJIMEHTOM BbIrO4HbIX YCJIOBUAX AOKYMEHTaUNWM ANA KINEHTa



[MopTdenb peweHnn

HaAé)KHble NPOAYKTbl ANA BaWNUX KJINEHTOB

Be3onacHOCTb KopnopatuBHas cBA3b

IP-ATC, uat 1 dakc-cepsep
[MouTOBbIN CEpBEP M aHTMCNAM
ApxunBaLms 3NEKTPOHHbIX NMUCEM

CmeHa v 3almTa naposen
Mownck 1 ycTpaHeHne ya3BUMOCTEMN
Co3zgaHue ueHTtpa NT-6e3onacHocTn

HenpepbiBHOCTb
6usHeca

Pe3sepBHOe konunposaHue
ABapuiHbIA NOYTOBbLIV CepBeEpP
ABTOMaTnyecKkoe ycTpaHeHune cboes

AstomaTtusauuma UT

HBeHTapu3auna y3nos u O
PacnpoctpaHeHvie OOGHOBNEHNI U MaTyen
YcTraHoBKa v yaaneHve nporpaMm

KoHTponb MoHuTopuHr

OtcnexuBaHme paboTocnocobHOCTY
M YPOBHS 3aLNLLEHHOCTU CETU

KOHTpO/Ib NOAKAHOUEHMIA NOAPALUNKOB
YnpaBneHue gocTynom Ao Beb-cantos
AHann3 NOYTOBbIX NEPENMCOK

ALTARO GFI <~ KERIO Ihgcoii\c,



GFJ Software . GE Sofuare

Smartly engineered for greater IT partners@afi-d.ru

ObyuyeHue napTHepoB
GFI Software

[Mpoayktbl GFI

Mpodunu KNneHToB

KOHKYpeHTbI

JlnueHsnposaHune

[Nogoepkka
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Smartly engineered for greater IT

GFIl: O komnaHumn

GFI — mexxgyHapoaHasa KoMnaHus-pa3paboTynk
nporpamMmHoro obecrneyeHns, KOTopoe nomoraet
Bu3Hecy NobbIx MacluTabosB B obecrneyeHnn
©e30MacHOCTW, MOHUTOPUHIA, yNpaBreHus n
nogaepxke IT MHPPaCTPYKTYpHbI.

@ MoHUTOPWHT

KoHTponb

Be3onacHocTb
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KomnaHuun, Bxogsilume B coctaB GFI

GFI

* OcHoBaHa B 1992

* 1O onga ceteBown
©e3onacHoCTU U
KOMMYHUKaL M

* MHoro4ncneHHole Harpagbl

» [lpncoeguHeHa k Aurea B 2015

< KERIO

OcHoBaHa B 1997

NO ana ceteBon
©e3onacHoCTU 1
KOMMYHUKaLUM

Harpagbl CRN B 2013-2015

MpucoeanHena k GFI B 2017

{*exinda.

OcHoBaHa B 2002

MO ana ontummadauumm WAN
KaHarnoB 1 npuoputesayum
ceTeBoro Tpaduka

Gartner Visionary B 2016

[MpucoegmHena k GFI B 2017



[MopTdenb npoaykTtoB GFI

GFI < KERIO

GFI LanGuard
GFl WebMonitor

Kerio Control

Be3onacHocTb : :
GFI EndPointSecurity
GFI EventsManager
KoMMyHUKaLum GFIl MailEssentials Vit ST EE
GFI' Archiver Kerio Operator
GFl FaxMaker
YnpaBneHue

ceTbio

¢ exinda.

Exinda Network
Orchestrator



KomnrneMeHTapHOCTb pelwleHnn no 6esonacHoctn email
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KoMmnnemeHTapHOCTb pelieHMn no apxmsaumm email
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2019: GFI Unlimited

Smartly Engineered | Trusted Experience
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GFl Unlimited

[ocTtyn ko Bceun nuHenke MNO (kpome Exinda)
[ogoBas nognucka Ha nboe KonmyecTso

HeorpaHnyeHHOe KONMYecTBO YCTaHOBOK

PacTywmn katanor peLeHum
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GFl Unlimited

Balua skoHoMUs Tpyago4acoB 1 broakeTa

[NlonHas 3awmTa cetm B 0gHON Noanucke

HanTtu cpasy HecKonbko noaxoasaLwmx
. peLueHnn No OCTYMHON LieHe — pearibHO
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GFl Unlimited

\l/,

>

GFI Unlimited gaet npaBso
cnonb3oBaTth Nobble NPOAYKTHI

B paMKax npMobpeTeHHOro Konm4yecTea
y3I10B UK Nnosib3oBaTenemn
MakcumanbHble pegakumnm
Bce onuuun BKNOYEHI

» TexHn4eckada nogaepkka BKIoveHa
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[NoyTOBBLIN cepBep Kerloconnect
3awinTa OT CraMa n BUpycoB

YnpaeneHne nat4yamm

OueHka ya3BUMOCTEN GF/ LanGUCH’d m

MHBeHTapusaums cetu

YnpaBneHne KopnopaTtuBHOM NOYTON, 3aLumnTa u GF’ MailEssentiaIs -

dounbeTpauma
ApxuBaums rnoyTbl N JOKYMEHTOB GF| ArChiver -J
KOHTPOMb BHELUHIX YCTPOIICTE GFI EndPointSecurity
MoHuTopuHr Web .
MapLIpyTH3aTOp &2 KerioControl
3awmTa ot Be6-yrpos GFI WebMonitor
VPN
MOHUTOPUHI COOLITUI B CETH GF/ EventSManager "
VolP ATC KerioOperator

ABTOMaTuM3aumsi paboTkl ¢ hakcamm GF’ FaXMaker 'M



Kak pabotaet GFI Unlimited

INMnueHsunsa GFI
unlimited Ha 100

MecCT




Kak pabotaet GFI Unlimited

Bbibop noboro
KonuyecTea
NPO4YKTOB




Kak pabotaet GFI Unlimited

GFI EventsManager
GFl LanGuard

GFI EndPointSecurity
GFI WebMonitor

E KerioControl




Kak pabotaet GFI Unlimited

3arpyka GFI FaxMaker’
GFI MailEssentials
YcTaHoBka GF! Archiver

100
norfib3oBaTernien

e
L] N L]

Al
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Smartly engineered for greater IT
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JinuensmnposaHme GFl Unlimited

<]

<]

<]

00

MakcumarnbeHble pegakunm BCeX NPOayKTOB, CO
BCEMMW ONUUSMN U aHTUBUPYCaMMU
Mopgenb npogakn — nognucka
CtoumocTtb noanmnckn GFI Unlimited:

1 728 pybnen

CToMMOCTb yKasaHa 3a eguHuLy B roq
[MpnobpeteHne Ha 1, 2 unn 3 roga

Ha 2 n 3 roga oencreyer

cTaHOapTHas cKnaka

MuHumanbHoe konuyecTtso — 10 eanHuUL,
Paclwumputb MOXXHO B 1t0OON MOMEHT

YMEHbLUNTbL MOXXHO NpY NPOANEHNN
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Hpemmyu.l,eCTBa AnA KJIneHTa

GFI Unlimited — yHMKkanbHas nognucka,
OPMEHTUPOBaHHAsA Ha BbIroay Afis napTHepa u
KnneHTa

KnneHT nony4aet Bce 10O, Heobxognmoe ans

KOM(POPTHOM 1 HagexXHOW paboTbl

GFI Unlimited — 310 npnHUMN nNpnobpeTenus y
OLHOro nponssoanTend
YnobHas nuueH3uns, KoTopas aBToMaTU4eckn gaet

A0oCTyn go pactywen nuHenkn MO
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lNpenmyuiecTBa gNA napTHepa

YBenuumBanTe cBO Npubbinb ¢ HOBOW YA0OOHOW
.' " NoanncKomn
' . ‘ CTOMMOCTb (pbuKCHpoBaHa N HE MEHSIETCH
' ‘ 3apaHee n3sBecTtHasi Npubbifib B COOTBETCTBUM CO
cTaTycom
OTnnyHasa BO3MOXHOCTb PacLUMPUTb KOSTMYECTBO

KIMMEHTOB

(<]

(<]
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NMpoaykrbl GFI

B KerioControl

MexceteBoun akpaH HoBoro nokosieHnst (NGFW) AHTUBMpPYCHasA NpoBepKa 3arpyxaemblix ansos
BCcTpoeHHbIn MapLpyTmM3aTop OrpaHunyeHne gocTyna nonb3oBaTensm:
Cuctema obHapyxeHusa sTopxeHun (IDS) cauTbl MO KaTeropusam

VPN CauTbl NO penyTaunu

KOHTEHTHas unbTpaums

OTnnyHo nogonaeT B KadecTBe 3aMmeHbl MS TMG
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HacTpouka aBTopusaLlmnm nonb3oBaTeneu

800 Domains and User Login - Kerio Control Administration oo
S i i in v
F Dashboard % Domains and User Login Admin
a B Interfaces Authentication Options | Directory Services | Guest Interfaces
3 Traffic Rules Web authentication

KerioControl

W Intrusion Prevention

0 Security Settings

8 Bandwidth Management and QoS
W Content Filter

% Proxy Server

[#) Antivirus

= DHCP Server

£ 1Pv6 Router Advertisements
= DNS

% Routing Table

h Accounting and Monitoring

#47 Advanced Options

é‘:‘, Domains and User Login
Definitions

[=] ssL Certificates
(1Y 1P Address Groups

15 URL Groups

@ Always require users to be authenticated when accessing web pages

|| Force non-transparent proxy server authentication

Each browser session will require user authentication. This is useful in Citrix or Terminal Service environments, where multiple users authenticate

to the firewall from the same computer,

Apply only to these IP addresses:

Any

@ Enable automatic authentication using NTLM

Automatic logout

[!__"j Automatically logout users if they are inackive

Timeout: 120 minute(s)

Login guessing protection

@ Block IP addresses suspicious of password guessing attacks

|| Never block this IP address group:

Currently there are no blocked IP addresses.

ﬂ Blocking ends after 5 minutes.

Wi-Fi Authentication (RADIUS server)

MNone

@ Enable WPAZ Enterprise clients authentication in Kerio Control

Server certificate: RADIUS

RADIUS password:

w || Edit..

v || Edit..

Edit...

Apply

I

Reset
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KerioControl

i) Active Hosts

"o Active Connections
=/ VPN Clients

&5 User Statistics
B Traffic Charts

[\ Alert Messages
) System Health

/N TP Tools

MOHUTOPUHT TpaduKa

4.0 KB/s
0.0 Wsﬁ T T T T T T T T T T T T T T T LJ

y Traffic Charts - o Control Administration
P2 Traffic Charts % [Adminlr
8 items (1 selected) Fiter: | |
Name Today [KB] Week [KB] Month [KB] Total [KB]
= Interfaces
R Guests 0.00 0.00 0.00 0.00
= AN 11 003.78 4127632 156 600.28 3338 272.99
8 WAN 1 42 944,78 454 616,27 1096 682.19 6 557 368.37
= wan 2 0.00 0.00 0.00 1916.17
5B VPN Server 0.00 4.09 2688.12 430 840.11
@ Traffic Rules (Internet traffic only)
% Kerio Operator Services 6.17 6.17 6.17 6.17
Y web Services 0.00 0.00 0.00 0.00
Time interval: 1 day |~
16.0 KBYs —
12.0 KBYs
8.0 KBYs

19:55

21:55

23:55

01:55

T T T T T T T T 1
03:55 05:55 07:55 09:55 11:55 13:55 15:55 17:55 Mow

B Incoming (Average: 0.39 KB/s, Maximum: 7.54 KB/s)
B Outgoing (Average: 0.25 KB/s, Maximum: B.97 KB/s)

[ Auto-refresh __Hide Details
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HacTtpovka npasun

8 00 Traffic Rules - Kerio Control Administration o
o .
Ad -
5, Dastboard 4 Traffic Rules S Admin
E B Interfaces Search: 7 Test Rules. || /& Restore View
A Traffic Rules 5 Name Source Destination Service 1P versio
¥ Intrusion Prevention Ping Any . Firewall #35 Ping P4
O Security Settings Remote administration S0 Any %) Firewall et@m Control WebAdmin IPvd
M {8 Bandwidth Management and QoS WPN Services =0 Any ) Firewall (£ TPsec services Pvd
) £, Kerio VPN
Y content Filter
J Web Services S0 Any ) Firewall £, HTTP 1Pvd
& Proxy Server {5 HTTPS
[#] Antivirus Kerio Operator Services 72 Internet Interfaces . Firewall (& Kerio Operator services IPv4
2= UDP 10000 - 20000
™ DHCP Server
Kerio Connect Services Any ) Firewall £ Kerio Connect services IPvd
€59 1Pv6 Router Advertisements .
. Allow SMTP from Kerio Connect =) 10.10.10.12 7> Internet Interfaces £55, SMTP IPvé [ 1]
=, DNS —
[+ ]
% Routing Table Block SMTP from LAN - Trusted/Local Interfaces  Any . sMTP vt
% Acoounting and Monitoring Internet access (NAT) 2 2% Trusted/Local Interfaces <> Internet Interfaces Any 1P
J% VPN dlients
4% Advanced Options o
- Local traffic 2 % Firewall ) Firewall Any P
a e 7 Trusted/Local Interfaces == Trusted/Local Interfaces
Q Users 57 VRN dlients 7 VPN clients
"y All VPN tunnels by Al VPN tunnels
ea Groups & *
=) - Firewall traffic &2 07 Firewall Any Any Py
= 5! Domains and User Login
5 Definitions IPv6 traffic from the Internet &7 ™ Internet Interfaces Any Any IPvE
J
<) [+ SSL Certificates 1Pv6 traffic 2 any Any Any 1Pve
)
= LY 1P Address Groups Rlack other traffic e = e Anv

LL'.-IJ URL Groups | Add ] | Remave ] | More Actions * | Apply ] | Reset
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OTYeTHOCTb

Kerio Control Statistics - Kerio Control

SR EA Ao o

Logout

<> spye0 [ [ = ) &

Kerio Control

Summary Report Individual
All : Overall Users by Traffic  Visited Sites  Web Categories
Hourly Traffic Top 5 users
1M Beesly, Pam —,
Total:
— |
759,259 KB Lapin, Phyliis —"‘ PR
100 M
Inbound: - e Martin, Angela
684,552 KB Y
oM
Outbound. \L'\ ) ~——Gibbons, Peter
74,707 K8 Other —
12am2am 4am 6am S8am Wam2pm2pm &pm Epgm Spm Wpm
1am 3am Sam Tam 9am 11am 1pm 3pm Spm Tpm 9pgm Hipm User 1'ou|(n]‘
Lapin, Phyls (plapin@demo.kernio.Jocal) 124,951
Beesly, Pam (pbeesly@demo.kerio local) 117,631
Top Visited Websites Beitran, Val (vbeltran@demo.kerio.Jocal) 99,282
Martin, Angela (amartin@demo.kerio.local) 80,898
The sted dota i nok available for selected time period. Gibbons, Peter (pgibbons@demo.kerio.local) 65,551
Please select different time period which (partially) covers the requested period:
=3 8/1/2007 - 8/31/2007 Used Protocols
£ 8/26/2007 - 9/1/2007
Top Requested Web Categories
e WWW
Information / Co mmt non 19,87
T 12967
Lidestyle 1830

Entertainment / Culture 868
Ordering 8

M

The Latest data update: 3/7/2014 04:20:46 pm
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[Tpodunb KnNneHTa u 3agaymn

Mpodhunb KnNMeHTa 3apavm u oCo6eHHOCTU

Mansi n cpegHuin busHec, .
KomMnaHum ¢ HeECKOSNbKUMM .
oducamm .
OTnnyHaga 3ameHa gnsa .
MS ISA/TMG Server .

Me>xceTeBon 3KpaH

MapuwpyTtmsatop

Cuctema 3awmnTbl OT BTOPXXEHUN

AHTMBUMPYC Ha LWo3e

KoHTposb gocTtyna n ynpasrieHme Tpagukom rno otaerbHbiM noptam, P2P
Knaccudukaumsa tTpaduka rno Kateropusm

YnpasneHnue noagknoveHnsamm VPN

Jlyqwas B otpacnu cmctema punstpauum KOHTEHTA U MPUNOXEHUN
Moooepxka IPv6

[MpunoxeHnsa ans MobunbHbIX TenedoHoB (ONoBeWweHNA U MOHUTOPWHT)

BxoauTt B noanucky GFl Unlimited!


http://www.gfi-software.ru/
mailto:partners@afi-d.ru

GFJ Software . GE Sofuare

Smartly engineered for greater IT partners@afi-d.ru

NMpoaykTtbl GFI

GFI LanGuard

CkaHep ysi3BUMOCTEN AyaouT nporpaMMHOro 1 annapaTtHoro obecnevyeHus
[MpoBepKa OTKPbITbIX NOPTOB ABTOMaTM4YECKOE NCnpaBneHmne

[MpoBepka Hannuyma obHoeneHnn ana OC u MO NHBeHTapmnsayms

PaboTa c areHTOM nnmn 6e3 areHTta YctaHoBka natyeun: Microsoft, Mac OS, Linux

O6HoeneHne MO CTOPOHHUX NPOUN3BOAUTENEN

MowHaga cuctema oTYETHOCTH
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Kak pabotaet GFI LanGuard?

O6HapyxeHune
yassumocTten ns bl,
S ayguT annapaTtHoro 1
’ S NporpaMmMHOro
,/ \~\ obecneyvyeHuns,
~
N\ npoBepka HapyLleHnd
5 ,’, AreHTbl NONNTUK
MWHYT OT ,
3arpyskm go 7 >
-
cTapTta " SO
CKaHMpOBaHA Besarenta .-~ S
- ’ ~
- P2 ~
St ~~"CKaHupoBaHue - )
- R Kaxgbin ysen
o et e Bcerga aktyanbHas 6asa nonyuaet
s culr: St oh o
i ondpate, ) R4 AaHHbIX YS3BUMOCTEW YPOBEHb
R4 == 4 6esonacHocTy
R
’
YcTaHOBKa AHanus
- -
"

YcTaHoBKa HeJoCTaoLLnX

natyen, obHoeneHwue MO,

yCTpaHeHne oBHapyXeHHbIX
ysi3BMMOCTEN

JleyeHune
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Dashboard

Filter

4 % Entire Network
¥ Localhost : CRISTIF
4 [ Local Domain : WORKGROUP

BB cRIsTIF

@ s
BB VCRISTIF-WING
2 EE' Other computers

b L@ Mobile Devices

YHpaBneHme YA3BUMOCTAMU

Remediate

Activity Menitor

Reports

Configuration

Utilities

@)~ Discuss this version...

CrFEEN D

Common Tasks:

Manage agerts...

Add more computers...

Scan and refresh information now
Custom scan...

Set credentials. .

Deploy agent...

- 4
Computers

[
ot

8
Histony

Vulnerabilities

VCRISTIF-WINS (192.168.96.81)

Vulnerability Types

4l High Security Vulnerahilities (112)

i Medium Security Vulnerabilties (8)

& Potential Vulnerabilties (2)

@ Missing Security Updates (75)
¥ Missing Service Packs and Update Rollups (4)

Details

iii High Security Vulnerability:

Type: Web
Date:

Product:

Thursday, June 13, 2013
Adobe Flash Player,Adobe air

R 0w ae

Patches

Port System
o Information

Vulnerability List

Drag a column header here to group by that column

e

.
g,
E

!
9
9
i)
i)
4
4
H|

Yulnerability name

: Adobe Flash Player before 10.3.183.86 and 11.x ...
: Adobe Flash Player before 10.3.183.86 and 11.x ...
: Adobe Flash Player before 10.3.183.86 and 11.x ...
: Adobe Flash Player before 10.3.183.86 and 11.x ...
: Adobe Flash Player before 10.3.183.86 and 11.x ...
: Adobe Flash Player before 10.3.183.86 and 11.x ...
: Adobe Flash Player before 10.3.183.86 and 11.x ...
: Adobe Flash Player before 10,3.183.86 and 11.x ...

Adobe Flash Player,Adobe Air
Adobe Flash Player, Adobe Air
Adobe Flash Player, Adobe Air
Adobe Flash Player,Adobe Air
Adobe Flash Player,Adobe Air
Adobe Flash Player,Adobe Air
Adobe Flash Player,Adobe Air
Adobe Flash Player Adobe Air

OWAL:16407: Adobe Flash Flayer before 10.3.183.86 and 11.x before 11.7.700.202 on Windows and Mac OS5 X,
before 10.3.183.86 and 11.x before 11.2.202.285 on Linux, before 11.1.111.54 on Android 2.x and 3.x, and
before 11.1.115.58 on Android 4.x; Adobe...

Description: Adobe Flash Flayer before 10.3.183.86 and 11.x before 11.7.700.202 on Windows and Mac OS5 ¥, before 10.3.183.86 and 11.x
before 11.2.202.285 on Linux, before 11.1.111.54 on Android 2.x and 3.x, and before 11.1.115.58 on Android 4.x; Adobe AIR
before 3.7.0.1860; and Adobe AIR SDK & Compiler before 3.7.0.1860 allow attackers to execute arbitrary code or cause a denial of
service (memory corruption) via unspecified vectors, a different vulnerability than CVE-2013-2728, CVE-2013-3324, CVE-2013-
3325, CWE-2013-3326, CVE-2013-3327, CVE-2013-3328, CVE-2013-3329, CVE-2013-3330, CVE-2013-3331, CVE-2013-3332, CVE-
2013-3333, and CWVE-2013-3335.

CVSS Score: 10

References: OVAL:16407, CVE-2013-3334

Actions:

.

d_';' Remediate. ..

& ‘oknowledee..
@ lanore....
. Change Severity...

.. PBules Manager...
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lepaBneHme nar4amMmu 1 obHOBNEHNSAMN

Dashbeoard Scan Remediate | Activity Monitor Reports Configuration Utilities
VCRISTIF-WINS (192.168.96.81)

Filter \ J B Remediation Center | B, Remediation Jobs

4 % Entire Network
B Localhost : CRISTIF
4 & Local Domain : WORKGROUP

BB CRISTIF

@, 3
B8 VCRISTIF-WING
b EE' Other computers
4 L@ Mobile Devices

Deploy Software Updates
Use this option to deploy missing software updates detected on your network.

List of missing updates for current selection (VCRISTIF-WIN& (192.168.96.81))

v Find || Cear |

CFEENED

2]

Important 2014-09-16 Security Update for Microsoft .NET Framework 3.5 on Windows 8 (KB29... Microsoft 12,23 MB Windows
M514-054 Important 2014-09-09 Security Update for Windows 8 (KB2983943) Microsoft 327.05KB Windows
Mot Available 2014-09-09 Security Update for Internet Explorer Flash Player for Windows 8 (KB29... Microsoft 15.99 MB Windows
M514-053 Important 2014-09-05 Security Update for Microsoft .NET Framework 4.5, 4.5.1and 4.5.2 on ... Microsoft 10.13 MB Windows
M514-052 Critical 2014-09-09 Cumulative Security Update for Internet Explorer 10 for Windows 8 (KE... Microsoft 17,39 MB Windows
M514-053 Important 2014-09-09 Security Update for Microsoft .NET Framework 3.5 on Windows 8 (KB29... Microsoft 4,90 MB Windows
M514-053 Important 2014-09-09 Security Update for Microsoft .NET Framework 3.5 on Windows 8 (KB29... Microsoft 7.81MB Windows
Mot Available 2014-09-09 Security Update for Microsoft .NET Framework 4.5 and 4.5.1 on Windo... Microsoft 5.00 MB Windows
Mot Available 2014-09-05 Security Update for Microsoft .NET Framework 3.5 on Windows 8 (KB28... Microsoft 4,17 MB Windows
M514-045 Important 2014-08-27 Security Update for Windows 8 (KB2993651) Microsoft 2.34MB Windows
M514-047 Important 2014-08-12 Security Update for Windows 8 (KB2973668) Microsoft 550,28 KB Windows
M514-045 Important 2014-08-12 Security Update for Windows 8 (KB2976897) Microsoft 787.75 KB Windows
M514-045 Important 2014-08-12 Security Update for Microsoft .NET Framework 3.5 on Windows 8 (KB29... Microsoft 54,70 MB Windows
M5 14-043 Important 2014-08-12 Security Update for Windows 8 (KB2918614) Microsoft 4.95MB Windows
Mot Available 2014-07-08 Security Update for Windows 8 (KB2973351) Microsoft 2.84MB Windows

BEEEEE

BEEEB

=

Common Tasks:

2]

2]
- - - S

Manage agerts... Count=130

Scan and refresh information now | 2]

Custom scan... -
- iate...
Set credentials. . Total selected: 92 software updates ___ iate:

Deploy agent...

-



http://www.gfi-software.ru/
mailto:partners@afi-d.ru

GFl Software

Smartly engineered for greater IT

www.GFI-Software.ru
+7 (495) 223-35-33
partners@afi-d.ru

Filter

4 % Entire Network
¥, Localhost : CRISTIF
4 [ L ocal Domain : WORKGROLP

BB crIsTIF

@, 75
B veRISTIF-WiNg
3 @ Other computers
b L@ Mobile Devices

CeTeBon 1 NporpaMmmMHbIN ayauT

Remediate

Activity Monitor Reports

Configuration

Utilities

w

Computers

KR

Hi;tor)' Vulnerabilities Patches

th CRISTIF (192.168.96.80)

i ol

Common Tasks:

Manage agerts...

Add more computers...

Scan and refresh information now
Custom scan...

Set credentials...

Deploy agert...

Application Category

i) Al Applications {198)
B | Operating System (1)
€% Antivirus (1)

¥ Antispyware (1)

i Firewall (1)

& Antiphishing (1)

T VPN Cliert (1)

Wb Backup (4)

& Web Browser (2)
12 Disk Encryption (1)
& Patch Management (4)

: 3 Heatth Agent (1)
" &8 Instart Messenger (4)

5 Virtual Machine (1)

Details

» | ae

Port System
ons Information

Applications List

Drag a column header here to group by that column

[ME

Application name

7-Zip (k64 edition)

Adobe Reader XI (11.0.10) - Romanian

Apple Application Support

Apple Software Update

Box Sync

Bullzip PDF Printer 10.4.0,2240

Camtasia Studio 3

Citrizc Online Launcher

Critical Update for Microsoft Visual Studio 2010 Premium - ...
Definition Update for Microsaft Office 2013 (KB2750587) ...

Nntfueratnr Snfhuare Services - Cammnibe Editinn

11.0.10
2,36
2,1.3.127
4.0.6073.0
10.4.0,2240
8.3.0.1471
1.0.153

1

50N 25000

Adobe Systems Incorporated
Apple Inc.

Apple Inc.

Box, Inc,

Bullzip

TechSmith Corporation

Citrix

Microsoft Corporation
Microsoft

PreFmntive Snlitinne

Count=198

m Application: 7-Zip 5.20 (x64 edition)

9.20.00.0
Publisher: Igor Pavlow
Authorized: Yes

Version:

Actions:

"'ﬁ- Add to Cateqony...

__,_| Software Cateqories...
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MIHBeHTapusauuna cetu

3abbITble Yy351bl — noTeHumanbHbIN PUCK 0114 CeTN KOMMNaHN

Hangute ycTtpounctea, 0 KOTOPbLIX Bbl HE No4o3peBanu
» CepBepa n paboume ctaHUnK
» BupTyanbHble MallnHbI
» MaplipyTtnsatopsbl, Xxabbl, NPUHTEPLI U T.4.
» [NnaHweTbl 1 cMapTEOHbI

Scan Results Overview Scan Results Details
= [ & Scan target: 192.168.0.111 .||~ & sysDescr: DAink Access Point
=- ‘% 192.168.0.111 [D-Link Access P.. | 4 sysUpTime: 21 days, 4hours, 52 minutes, 22 seconds
= L Metwork & Software Audit ' sysMame: D-link Access Point
= &, System Information - 4 Object_ID: 1.3.6,1.4.1.171.10.37. 15 (D-Link DWL-2100AP (-2100AP+) (AirPlus X
!' Computer 4 Vendor: D-Link Systems, Inc.

- 50 B
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OTy4eThl

Dashboard ~ Scan  Remediate  Activity Monitor | Reports | Configuration  Utilities
Q CRISTIF (192.168.96.80)
Settings | Search

Reports: PCI DSS Compliance Reports

-|2] General Reports View, print, schedule, customize LanGuard reports
[E] Metwork Security Overview
Wulnerability Status
Patching Status
Full Audit
Scan Based - Full Audit _
Software Audit =  PCI DSS Requirement 1.2 - Open Poris

Scan History

4 % Entire Network
E Localhost : CRISTIF
4 [® | ocal Domain : WORKGROUP
B8 CRISTIF
@, Tsa
B VCRISTIF-WING
4 @ Other computers

I . X The report will list all open ports on target machines or devices. The product uses multiple advanced techniques for identifying
4 L@ Mobile Devices

Remediation History — the open ports and the protocols using them. | is also able to identify over 700 Trojan ports, and give information about the
Metwork Security Histary § malware using them.

Baseline Comparison
Mobile Device Audit
Cl DS5 Compliance Reports
HIPAA Compliance Reports
S0X Compliance Reports
GLBA Compliance Reports
PSNCoCo Compliance Reports  : = =l PCI DSS Requirement 1.4 - Installed Firewall Applications
FERPA Compliance Reports )
CIPA Compliance Reports — - This report shows all hosts having the personal firewall application installed.
ISO/IEC 27001 & 27002 Complia ;
FISMA Compliance Reports
CAG Compliance Reports
NERC CIP Compliance Reports

ol O

>

Scheduled Reports

PCI DSS Requirement 2.1 - Low Security Vulnerabilities

Common Tasks: [@ Scheduled Reports List

ﬁ Scheduled Reparts Ontions E = Low and potential security vulnerabilities usually indicate security miss configurations.
Scheduled Reports Options —— I o o 3
Manage agents... v m— ;

Add more computers...

Scan and refresh information now
Custom scan... New scheduled report....
Set credentials...
Deploy agert. ..

Actions:
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[Tpodunb KnNneHTa u 3agaymn

Mpodmnb KNneHTa 3agayum U 0COOEHHOCTHU

Manbin n cpegHmn BusHec, ABTOMaATMYECKNIN KOHCYNbTaAHT a1 6€301acHOCTM CETU KOMMAHUN:
npeanoduntarowmm OC Windows WHBEHTapu3aLns y3rnoB B CETH
* MOWUCK YyA3BMMOCTEWN, U3BECTHbLIX B MUPE HA MOMEHT CKaHUPOBaHUA
OpraHunsauumn, ans kotopblx AT aBTOMaTnyeckad yctaHoBKa UCrpaBneHnn ans ysa3BMMoCcTen
HeceT (PMHaHCOBbIN PUCK * aBTOMaTuyeckasi yctaHoBka u yaaneHue O cornacHo 6enbiM 1 YepHbIM
cnuckam

KomnaHuu, roe pydHasa
NHBEHTapu3auus annapaTtHoro  TOHKO HacTpamBaeTCcsl U MOXET ObITb MOLLHBbIM NMHCTPYMEHTOM ANS
obecrneyeHns HEBO3MOXHA aBTomatmnsauum NT/UB pyTuH.

OT4eTbl HarnNa4HO NMOKasbIiBalOT TPEH, YPOBHSA 3aLLMLLEHHOCTU CETN.

OTnn4yHO NoaxoauT ansd CerMeHTnpoBaHHbIX N pacrnpeneineHHbIX ceTen
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NMpoaykTtbl GFI

GFI EventsManager

SIEM gna manoro v cpegHero ousHeca dunesTpaunst BaxHbIX coObbITUN
Cbop cobbiTnin Windows Events, ABTOMAaTUYECKNE OENCTBUA HA COOLITUS
Syslog, SNMP 1 nx aHanus OnoBeLleHNs1 NO 3NIEKTPOHHOW No4yTe

MOHUTOPUHI OOCTYMNHOCTN Y3r10B MoopobHas OTY4ETHOCTb
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GFI EventsManager
File  Configure Help
Status Configuration Events Browser Reporting
Views:
=~ Al Events

Elg Windows Events

: DMS server events

File Replication Events

Cther Events

Directory Services Events
Security Events

Application Events

System Events

Text Logs

Syslog Messages

SNMP Traps Messages

Microsoft SCIL Server Audit Messages
Oracle Audit Messages

Monitoring Checks Events

All critical and high importance events

] | »

Customize browser layout
Open Quick Launch Console...
Switch database ...

Actions:

Create root view...
Create view...
Edit view...

Delete view

Find events

Export events to CSVfile
Mark events as deleted

©) Help:

Confiquring and using events browser...
FAQ

bpay3ep cobbITnn

General

[E=N o >

A Send us feedback.

@[ All Events (1,144,632 events)

Database: C:\Program Files\GFI\DLibServer Databases'esmstg

| Open Quick Launch Console @) Help

[=] Report from view

Type Importance Evert ID Date Event description  Fields
@;‘, Success Audit Low 5156 2012/10/09
@% Success Audit Low 5156 2012110/09
@‘ Success Audit Low 5156 2012110/09 .
@, Success Aud Low 5156 201271009 ||FTandard Fields: 2012/10,09 B
@;QSuccess Audit Low 5156 2012110/09 Time: 12:49:51
@, Syccess Audi Low 5156 2012/10/09 pmpgriancs: N ttempt using
@kSuccess Audit Law 5156 2012/10/09 explicit credentials used to impersonate
@ Success Aud Low 5156 i2/0me  |[MEMINTSTrators o oduring work hours
@, Success Audit Low 5156 2012/10/09 Log Format: windows
Log Name: Security
@% Success Audit Low 5156 2012/10/09 Event ID: 4648
& | Success Audit 2012/10/09 In Work Hours: Yes
@, Success Audit Low 5156 2012/10/09 Dynamic Fields: 3
@, Success Aud Low 5156 2012/10/09 S e A 2 udiy 12728-040
@;QSuccess Audit Low 5156 2012110/09 isadmin: Yes o
@, Success Aud Low 5156 2012/10/09 Soatem time: Y
@, Sucoess Audt Low 5156 2012/10/09 event record id: 1506136
@, Success Audi Low 5156 2012/10/09 categary: Logen
@, Success Audt Low 5156 2012/10/09 process id: 544 rowind
@, Sucesss Audt Low 5156 20121009 ||securityoAuditing Hrcresort-wndons- L4
@, Success Audit Low 5156 2012/10/09 3E3b03293g a 54843625-5478-4334-aSha-
QSuccess Audit Low 5156 2012110/09 event source name:
@, Success Aud Low 5156 2012/10/09 gualifiers: o
@;QSuccess Audit Low 5156 2012110/09 task: 12544
@ success Audi Low 5156 2012/10/09 S opage P 8020000000000000
@kSuccess Audit Low 5156 2012110/09 activity id: .
@, Success Audt Low 5156 2012/10/09 related activity id:_ |
channel: Security
4 (LI 3 ECH'I'IDI.J'CI_EI: : Wro6 -
[4 4 | Page 1 of 1145 | b Bl | D Loading view finished. Click here for details.

Database: C:\Program Files\GFI\DLibServer\Databases\esmstg - All Events - 1,144,632 event(s)
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O6Lwunin BnO naHenu ynpaerneHns

E GFI Eventshanager EI

File  Configure Help

| Status | Configuration Events Browser Reporting General

B General Bl Job Activity Bl Statistics

W Send us feedback... o Open Guick Launch Console @) Help

g General Status

The General Status displays the primary monitoring reguirements iated with E M . displays global log collection counts and lists the activities performed by EventsManager.
Select view type for top events charts: [Stacked Bars '] 7] Logarithmic scals ]
-
Top Services Status Events o =
Started ~ | All computers ~ Al services ~ [Last 2dhours ~| 2012/10/24 Q
20 B Application Experience
18 Wl ~pplication Information N
16 Il Diagnostic System Host
14 4 Microsoft Software Shadow Copy Provider
- 12 Il Mulimedia Class Scheduler
= [l shell Hardware Detection
(&)

s Il Volume Shadow Copy

Wl Windows Image Acquisition (WI1A)
G I Il Windows Modules Installar
4
2
a

Il WinHTTP Web Proxy Auto-Discovery Service

T T
12h 14h 16h 18h 20h 22h adh 02h 04h a6h 08h 10h 12h

Hour
Top Metwork Activity Events o =
Source addresses '] [Outbound | Al computers ~ Alusers ~ |last 24 hours | 2012/10/24 Q
Al ports ~ Al apps w Al protocols -
990
| E
891 +
7az M 127001 i
693 I 169.254.213.161
594 192 168.3.10
E 495 I 192.168.3.13
S 396 Il 19216832
297 Il fe20::5009: TeTe b 11d 6188
198 Il fe80::9c34:c9ed: 32fb:d5al
% . [l feB0::c45e:55e:Bec3:693e
o - — P
- T T T T T T T T T
12h 14h 16h 18h 20h 22h adh 02h 04h 06h 0gh 10h

Hour
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CratncTtuka

E GFI EventsManager
File  Configure Help

Status Configuration

Ewvents Browser

Reporting

General

[E=N Eol

B General B Job Activity B Statistics

M Send us feedback. ..

'I,,q Statistics

All Sources
Today's Events Count
40,000
30.000
20,000

10.000

Select the event source for which to view the statistics:

-

The Statistics view shows a graphical representation of the events processed today.

¥ Open Quick Launch Consale

[ Windows Events

[ Text Logs

[ Syslog Messages

[ SNMP Traps Messages
[ SQL Server Messages
™ Oracle Server Messages
[ Monitoring Checks Events

o0—
00:00:00

Events Count By Log Type

Windows Evenls

Text Logs

Syslog Messages

SNMP Traps Messages
SOL Server Messages
Oracle Server Messages
Manitoring Checks Evenis

1]

04-00:00

4000000  E000000

2000000 6000000 10000000

©) Help

b

12:00:00 16:00:00 20:00:00 00:00:00

I Activity Overview

Source w Windows Everts  Text Logs Syslog Messages ~ SMMF Traps M...  SQL Server Me
18 wWINT-08
I rali] N/A MN/A N/A N/A i
= w70s =
1M w7_09
1M TECHCOMS-TWO
1M TCOFFICESERVER N/A M/A N/A N/A M
1M M-PC-MIN N/A MN/A NSA N/A i
8 Jocalhost N/A MN/A NSA N/A S

-

{1}
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[Tpodunb KnNneHTa u 3agaymn

Mpodunb KnNneHTa 3agayum U 0COOEHHOCTHU

ITrobon manbln u cpeaHui Cobupaert xypHanbl cobbiTnn: Windows Events, W3C logs, Syslog, XML,
busHec, ot 150 pabounx CSV, TXT, SNMP, cobbiTns Exchange, Oracle, Cisco u np. — nepeBoguT Ha
CTaHUWW B CETN. YyerioBedecKnm A3blK, NpeacTaBriseT B BUAe yaobHbIX Tabnuu n rpadomkos.

B pexxume peanbHOro BpeMeHu NpoBepseET COCTOAHME NapaMeTpOB CUCTEM:
3arpysky npoueccopa 1 namaTu, akTUBHOCTb U COCTOAHMSA XECTKUX OAUCKOB U
aanee BNioTb 4o 6atapenku B KOMMNbIOTEPHOW MbILLIN.

BbirogHO OoTninyaeTcs OT CHOXHbIX creunanm3npoBaHHbIX CUCTEM
MOHUTOPUHIA MPOCTON HAaCTPOWUKOW N UHTYUTUBHO MOHATHLIM UHTEPdENCOoM.
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NMpoaykrbl GFI

KerioOperator

VoIP ATC ans Balwien KoMmnaHum [obaBo4HbIE HOMEpa

MapuwpyTmsaumus BbI30BOB BcTpoeHHaa 3awmTa

ABTOCEKpEeTapb C rofiocoBbIM MEHIO YnobHble NpunoXeHna Ons Bawnx COTPYAHUKOB
[onocoBble N BUOEOBLI30BbI C aBTOOTBETYNKOM OTnpaBka SMS
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@ = |

KerioOperator

& Dashboard

a Users

7 Extensions
Provisioned Phones
@ call Routing

B5 Conferences

8 Call Queues

$4% Auto Attendant Scripts
%;‘ Ringing Groups
€3 PBX Services

Speed Dial

«)) Paging

& Integration

(E Voicemail

() security
R Network

44 Advanced Options

%)) Audio File Library
Jo Music on Hold
=) Blacklist

{ Call Pickup Rooms

[laHenb MOHUTOPUHra

s Dashboard

System Health

B ram:
f cru: 1.1%

161.9 MB of 2 GB used

Digk: 252.9 MB of 5.6 GB used

100% -

75% —

50% —

25% -

0%

19:54:58

Active Conferences

Mo active conferences

Active Call Queues

Extension N... Current Wai...

20:04:58

Current Wai... Completed ... Abandoned ...

543 0 out of unli... 00:00 0 o
559 0 out of unli... 00:00 1] 1]
603 0 out of unli... 00:00 1] 1]
License

| Add Tile ']lSuggestIdea...]lRmofthhlem...

Active Calls

From

To Status

Admin ™

Duration

42

B2 Connected

00:53

[

19:54:58 19:59:58 20:04:58 20:09:58

T T 1
20:14:58 20:19:58 MNow

Call History

Called At From To Status Duration
14:26:07 25 004542122... No answer 00:00
14:25:35 25 004542122... Failed 00:00
2016-05-01 ... 45 42 Answered 00:14
2016-05-01 ... 42 82 Answered 00:08
2016-05-01 .. 43 82 Answered 00:10
2016-05-01 ... 42 43 Answered 01:04
2016-05-01 .. 43 81 Answered 01:38
2016-05-01 ... 42 81 Answered 11:32
2016-06-03 ... failed Forbidden 00:00
2015-05-02 ... 18 2562941935  Failed 00:00

© Kerio Technologies s.ro. All rights reserved. Legal Notices
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KerioOperator

[y Dashboard
Q Users
T Extensions
Provisioned Phones
@ call Routing
55 Conferences
S Call Queues
% Auto Attendant Scripts
%‘a Ringing Groups
€' PBX Services
Speed Dial
«)) Paging
& Integration
oM voicemail
(7 Security
R Network

£ pdvanced Optiens
Definitions

#)) Audio File Library
Jo Music on Hold
"y Blacklist

(& Call Pickup Rooms

NHTerpaums ¢ gpyrmmm npogykTamu

4 Integration

General MyKerio | MNumber Transformation

MyKerio

Directory Service

You can use MyKerio to remately manage all of your Kerio Operator
appliances. Use MyKerio as an email service and a backup service.

Switch to the MyKerio settings.

Kerio Connect

Integrate voicemail with Kerio Connect. When integrated, voicemail
messages are kept in users’ inboxes on Kerio Connect. Also, users can dial

phone numbers directly from the Kerio Connect Client {Click to lﬁll),

Switch to the Moicemail - Email section.

Configure provisioned phones to search the address book on Kerio Connect,

Active Directory(® or any other LDAP server
Switch to the Provisioned Phones settings.

Other

Salesforce® integration:

Third party CTI integration (AMI):

| Configure... |Learn more...

Remote Storage

| Download Call Center Definition

| Configure... |Learn more...

MyKerio

E KerioConnect

ra:llc‘.jff)rcc

Apply

I

Reset
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HacTtpounka KoHpepeHUnmn

&> Conferences

&z Dashboard
a Users Search:
RN Extension Type Description
Provisioned Phones 30 Statically configured Conference Line for Sales
31 Statically configured Conference Line for Management meetings
¥ Call Routing . g
’ 320 Dynamic Conference for ad-hoc meetings
"_-.'El_r. Conferences B8B Statically configured
3 Call Queues Edit Conference 7%
3% Auto Attendant Scripts
- P Conference extension: | 320/
:L_; Ringing Groups Description: Conference for ad-hoc meetings
Conference ! i v
E-}II' PEX Services type: Dynamic, created on demand
o You will be prompted for the conference number to create or enter the
Speed Dial conference.
&) Paging

5 Integration Announce the number of participants

Play announcement to the first participant

-l Voicemail
L Play music on hold when there is a single participant

0 Security Record calls

B Network

4% advanced Options OK ] | cancel

Definitions
& ) Audio File Library
J2) Music on Hold
"y Blacklist

P X Add... | Edit... | Remove
L@ Call Pickup Rooms

Admin ¥
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KnmneHTt gns cmaptdoHOoB

T

End Call
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[Tpodunb KNneHTa u 3agaymn

Mpodmnb kKnNneHTa 3agdaum n ocobeHHOCTH

Manbin n cpegHmn BusHec, [MpodreccmnoHanbHas 1 npocTtaqa B ynpasrfieHUn TenegoHHas cucrema -
Komnanun ¢ B2C v B2B OTNNYHOE pelleHne ans nboro GusHeca, KOTOPbIN HE XOYET 3aBUCETb OT
ycrnyramm noctaswuka IP-tenegoHuu.

KomMmnaHum ¢ Tex.nogaepxkoun

KomnaHuu ¢ ceTbio oomcos B npoaykTe ecTb BCe, YTO HY>XHO 4114 opraHmM3auum opucHoro tenedoHa

e MapLupyTU3auusa BbI3OBOB
* aBTOCEKpeTapb C royioCOBbLIM MEHHO
KnneHtol IP-ATC 3CX * TONIOCOBbIE N BUOEOBbLI3OBbI C aBTOOTBETHUKOM
» [nobaBo4yHblE HOMEpPA
* BCTPOEHHas 3aluuTa oT 3r1oynoTpebneHuns
* yoobHble NpUNOXeHna Anst MOOUINbHbIX YCTPOUCTB


http://www.gfi-software.ru/
mailto:partners@afi-d.ru

GFJ Software . GE Sofuare

Smartly engineered for greater IT partners@afi-d.ru

NMpoaykTtbl GFI

GFl FaxMaker

OTtnpaBka n nonyyeHne dpakcos 4Yepes e-mail MapLpyTnsauma sxogsiumnx dakcos
NHTerpaums ¢ nobbiM NOYTOBLIM CEPBEPOM Pacno3HaBaHue TekcTa
OTtnpaBka n nonyyeHne dpakca u3 No4ToBOro [Mooaepkka Oon.HOMepoB

KNMeHTa [Mopoaepxka VolP (FolP), mogemoB 1 dakc-nnat
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MOHUTOPUHI COCTOSHUA NUHNU

GFI FaxMaker (2 client 4 Monitor = Xl Reports

= convertin... [£] 09345€39... & 30sec. ~ O Restart Server

FAX LINE > DEVICE TRANSMISSION STATUS

FAX LINES
\ Fax Line 0

&
<

Fax Line 1 ~
! &) 00:00:29
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OTyeTsl

GFI FaxMaker (2 dient 1l Reports

ul ©

DEFAULT REPORTS

— Fax Usage report (detailed)
@ gerep

Export Data

~wnlazd all archive Aafa in a CSV fila
Download all archive data in a CSV file.

CORPORATE Fax Usage report (graphical) SMS Usage report (detailed)
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OT4eT 00 ncnornb3oBaHUN hakca

Fax Line Usage Report

Generated On:  2/2/2015 3:14 PM

REPORT PARAMETERS

Date Range: 1/26/2015 - 2/2/2015
Host Name: MNIA

Billing Code: NIA

User Email: MNIA

Fax Line Number:  N/A

Status: MNIA

a0

70

1]

50

40

30

Total Fax Sent / Received

1}26/2015 14272015

128/2015

11

1{29/2015

1/31/2015

B Received Faxes
- Sent Faxes
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[Tpodunb KNnueHTa u 3agaymn

Mpodmnb KNneHTa 3agayum 1 0COOeHHOCTHU

Manbin n cpegHmin busHec [Mony4aeT dakcbl No NObLIM KaHanam mn oTrpasBisieT COTPYAHMKaM Mo rnoyTe B

0e3 cobctBeHHOUM ATC 1 c BUae OOKYMEHTOB C pacno3HaHHbIiM TekcToM (100+ s3bIkoB).

NoTPebHOCTLIO B paboTe C

dhakcamu Beibupaet nonyyarens no Kno4veBbIM crioBam, A0M.HOMEPY Y HOMEPY JINHUN.
CekpeTapb Nosny4nT TOSIbKO HepacnpeaeneHHble akcol.

[MonyyaeT nnucbmMa OT COTPYAHUKOB U OTMNPAaBISAET UX N0 pakcy, BKIOYas
nevyaTHbIW BapmaHT BCeX MPUOXeHbIX K NMcbMy dpannos.

CamoCTOATENBbHO KOHTPONUPYET OO03BOH M YCMELUHYK OTMPaBKY.

OKOHOMUT BpemMs n bymary - paboTta ¢ dpakcamm Ha COBPEMEHHOM YPOBHE.
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NMpoaykrbl GFI

&) KerioConnect

YAo6HbIN 1 NPOCTON B 06CNYyXMBaHUN Kerio Connect oTnn4yHo nogonaet HeBONbLLINM
NOYTOBbLIN CEPBEP: komnaHmnam (go 1000 [MK), koTopble nnaHMpyOT NMETb
9IIeKTPOHHas noyTa, KaneHgapu, Yart 1 3agayu CBOW CODCTBEHHbIN NOYTOBLIN CEPBEP.

BCTPOEHHasa apxueauma nucem
3awiuTta oT cnama 1 BUpPYyCcoB U

KOHTEHTHasi unbTpaums
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[Tpodunb KNnueHTa u 3agaymn

Mpodmnb KNneHTa 3agayum U 0COOEHHOCTHU

Manbin n cpegHmn 6usHec 6e3  Kerio Connect - NpocTon 1 MOHATHBLINM NOYTOBLIN CEPBEP, B KOTOPOM “yXe
COBCTBEHHOrO NOYTOBOIO BCe €CTb’ A4S NpodyeccnoHasribHOM KOpnopaTMBHOM KOMMYHUKALMN:

cepBepa nnu yctaBlwmnn OT .
npobnem ¢ MDaemon, .
Exchange n Lotus Domino .

9NIEKTPOHHAasA NoyTa, KaneHgapw, KOHTaKTbl, 3adadun, KOprnopaTUBHbLIW YaT
3aluuTa oT cnama u BUpycoB

nydiiasi B oTpacnu cmctema punstpauum KOHTEHTa U NMPUNOXKEHUN
nogaep’kka MoOUINbHbLIX YCTPOUCTB

nogaepKka npuUoXeHun no padboTe ¢ NOYTON, a TaKKe KIMEHTbI AN
Windows n Mac

MOXET ObITb YCTAHOBNEH HAa BUPTYarnbHYH MaLlnUHy
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NMpoaykTtbl GFI

GFI MailEssentials

AHTMCNaM 1 aHTMBUPYC ans noboro [lepcoHanbHble YepHble\benbie CrncKu

NOYTOBOIO cepsepa: nonb3oBartesien, ynpasnsemole n3 Outlook

14 HacTpanBaeMbIx PUNLTPOB OT cnama KapaHTuH nucem, Beb-nHtepdenc

S aHTUBUPYCHbIX a4ep O6Hapy>XeHne 9KCNIIOUTOB U aHanm3 UCMONHAEMbIX

(Sophos, Cyren, BitDefender, Avira, Kaspersky) dannos
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[Tpodounb KNnMeHTa 1 3agayn

Mpodmnb kKnNneHTa 3agdaum n ocobeHHOCTH

Manbin n cpegHnin busHec * 14 punbTPOB C 3adBIEHHON TOYHOCTLIO PaboTbl 99.96%
« Ob6yyeHne Ha BXOAsALEN N UCXOOsLLEeN NoYTe CTPOro B CETU KIneHTa
ConyTCcTBYOLMIA MPOOYKT K « Cpasy 5 (narte!) aHTuBMpYCHLIX Aaep: Avira, BitDefender, Cyren, Sophos
npogaxe No4YToOBOro cepsBepa, n Kaspersky
Hanpumep, MS Exchange * WHTepdenc Ha pycckom
* [nobarnbHble n nepcoHarnbHble KapaHTUH, OTYETHI, berble U YepHble
CMUNCKN

» [MbKaga HacTpomka Kaxxgoro dunerpa

MOXXHO YCTaHOBUTb HECKOSBLKO KONUM Nofd obLen NnmueH3nen B
CErMeHTUPOBAHHbLIX UIN reo-pacrpeneneHHbliX CeTsX.
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NMpoaykTtbl GFI

GFI Archiver

ApxuBauusa nucem, dannos n KaneHgapeu 3alinTa oT PUANYECKNX PUCKOB 1 COOTBETCTBUE
AHarnma nepenunucok no KryeBbIM CrioBam U TpeboBaHMAM cTaHgapTamMm 6e30MacHOCTU

NPUSTOXKEHHbIM ddannam AHanna agdeKTUBHOCTN paboTbl COTPYAHMUKOB
Pasrpyska no4TtoBOro cepsepa N obHapyXeHne yteyek nHpopmaumm ¢ NOMOLLbIO
[locTyn 0O apXUBHbLIX NUCEM Yepes ot4yeToB Maillnsights®

NPMBbIYHbIE MOYTOBbLIE MNMPOrpamMmbl


http://www.gfi-software.ru/
mailto:partners@afi-d.ru

GFJ Software . GE Sofuare

Smartly engineered for greater IT partners@afi-d.ru

[Tpodunb KNnueHTa u 3agaymn

Mpodmnb KNneHTa 3agayum 1 0COOEeHHOCTHU

Manbin n cpegHmn BusHec, ABTOMaTM4YecKas apxmBauuga BCEN BXOAALEN N UCXOQALLEN MOYUTbI, MPUHLIAM
doMHaHCOBbIN CEKTOP, paboTbl KOTOPOro TakoW, YTO Aaxe ecnun COTPYAHUK yaanun nucbMo cpasy
B2B nocrie nosiydeHnst Unu oTrnpaBKkM - OHO BCE paBHO NMonageT B apxumB.

busHec, roe perynatop ApPXNB CXXUMAETCH C y4eToOM AybnukaToB, MHOEKCMPYETCSA AN ObICTPOro
TpebyeT coxpaHAaTb noucka: MOXHO HanuTh nbdoe NncbMo no 16 napameTpam, NPOCMOTPETb U
9MEeKTPOHHbIE NUCbMA BOCCTAHOBUTb B MOYTOBbIN SILLUK.

HECKOINbKO NeT
B cnyyae aBapumn Ha cepBepe unm criydanHoMm yoaneHun BaXKHbIX
COOOLEHNN, MOXXHO BOCCTAHOBUTb OTAENbHOE cOObLEHNE, Nanky Ui LenbIn
NOYTOBbLIN SALLMK.
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NMpoaykTtbl GFI

GFI WebMonitor

[Mpo3payHbI BED-MPOKCKU ¢ BEG-PUNLTPOM BcTpoeHbl — Kaspersky u BitDefender

YnpaBneHue gocTyrnom 4o Beb-canTos duneTpaumns No KaTteropmmn n penytayum sebd-cantos
KoHTpoOnb nponyckHOW crnocobHOCTU KaHana OrpaHun4veHne paboTbl BED-NPUITOXKEHNN
bBes3onacHaga 3arpyska v nocelieHne canToB MoopobHas OTYHETHOCTb
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[Tpodunb KNnueHTa u 3agaymn

Mpodunb KnNueHTa 3agayum U 0COGEeHHOCTHU

Manbin n cpegHmin busHec PelwiaeT BaxHy0 npobnemy obecnevyeHnss 6e30nacHOCTM - KOHTPOMb U
NpoBepKY 3arpyxaembix no cetn gpamnos O Toro, Kak oHM nonagyT Ha
KomnaHun 6e3 KOMMbOTEPbI COTPYAHMKOB.
LleHTpanmM3oBaHHOro
KopriopatmBHoro wito3a angd  Cpasy gsa aHtmBupyca: BitDefender n Kaspersky, ¢ “necovnuuen” ang
OOCTyna B UHTEPHET npoBepkn dansos.
Bce npoBepkn BbINOSTHAET Ha WI03€e, OTAAeT 3arpy>kaemMble dpansibl TONbKO
KomnaHuun c nocne noaTBepXXaeHnsa nx 6esonacHocTu.
LeHTpanmM3oBaHHbIM, HO
HEKOHTPONUPYEMbIM He naet 3axoguTb Ha canTbl C HU3KOW penyTaunen, Noao3puUTenbHbIMA
BbIXOAOM B MHTEPHET cepTudmkaTamm, 6NokMpyeT 3arpy3Ky UCMOnHAEMbIX ddansioB U CLEHAPUEB,

orpaHuM4mMBaeT OOCTYMN Mo KaTteropmsm (Cou.CeTu, pa3BriedeHuns, HOBOCTU U np.),
orpaHuymMBaeT notpebneHne Tpaduka.
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NMpoaykrbl GFI

& axinda.

MOHUTOPUHT N KOHTPOSb CETEBOIO Tpaduka [MprnopuTtesaumsa NpuUnoxXeHum
NoeHTudukaumsa npunoxeHnn MOHUTOPUHI NPOU3BOAUTENBHOCTU NPUIOXEHUI
AHanma ncnonb3oBaHUa Tpaduka YckopeHune coeanHeHun

QoS ABTOMaTM4YECKN BbIOOP AOCTYMNHOro nposBanaepa
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Exinda

1-w

Ha pbiHKe, KTO
NpeanoXunn KOMMIeKCHoe
peweHue ana WAN
onTUMMU3auun.

Gartner

B NapHTepe go 2016
roga.

*GFI He nybnukyeTcs

500+

HoOBbIX KINMMEHTOB B
2018.

25%

[Mpoagax - murpaums
¢ Bluecoat, Cisco u

OPYrnX.
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MexagyHapoaHast KOMnaHus

kY

OcHoBHOM ochuc

TopoHmo r g
§ T . [peacraBuTenbLCTBO
N

EMEA JToHAOH i

= ‘ \J &

npeACTaBMTeanTBO n péACT-aBMTen bCTBO

25 OOO 8 O O O NaTtnHckaa Amepuka i RO
bozoma \
3 ’ Aecmparnus
: NpeacraBuTenbLCcTBO e Yy
Adpuka r

4101010,

KJIMeHTOB

YcTtpoucTts KpynHeuniwuee

BHeApeHue L \ WNoxaHecbype
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Halwun KnneHTbl

i

Mondelez, qp Rl F S KraftHeinz

International g

- TATA
__ | | -
B Twnia pewmac A,
g Dartmouth
Partnerships inﬁ "’ INTEVA ‘/

vodafone

o \\arnott @ atat &cé“f’is’;é;i MPRECOR

Florida
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Balwl Oou3sHec B obnake

Y Bac eCTb KPUTUYHbIE
obnayHble NPUNOXEHUS,
Ha KOTOpble ONUPaEeTCs

BaLl OM3Hec ceroaHs
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bopbba 3a pecypchl

BaxxHble npunoxeHunsa
KOHKYPUPYIOT 3a pecypchl
E iy C NepcoHarbHbIMU

w NMPUNOXEeHNAMN,

NCNONb3yeMbIMU Ha
NUYHBIX MOBUIBHbIX U
HOYTOYyKax
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KayecTtBo BocnpuaTtma (QokE)

Exinda obecneunBaet
MNOJSTHYO NPO3PaYHOCTb U
KOHTPOsIb, HeobxoanuMbIe

ana obecneveHna paboTol

KPUTUYHbIX MPUNOXEHUN C

HeobXxoaAuMbIM Ka4eCTBOM
BOCMNPUATUS



http://www.gfi-software.ru/
mailto:partners@afi-d.ru

GFJ Software G Sofuare

Smartly engineered for greater IT partners@afi-d.ru

ObecneyvyeHune kavyectBa BocnpuaTtmsa(QoS)

[1po3payHOCTb KoHTporsb

Bbl BUOUTE BCEe NpuUnoxeHus, [ToBbIlWanTe NpuopuUTeT
Mcnonb3ylume CeTb, Kak None3HbIM NPUNOXEeHNAMN U
nonesHble, Tak U NOCTOPOHHUE orpaHnymMBanTe NOCTOPOHHUNE
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Mpunoputesaumsa ogodpeHHbIX NPUITOXKEHUN

Kputnyeckue gns
busHeca NpUNoXeHus
NOIMKHbI UMETL bonee

BbICOKUW NPUOPUTET
ans obecnevyeHus
cTabunbHOCTN paboThl
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KOHTpPOIb NOCTOPOHHMX NPUIMOXEHUN

[TocTOpOHHME
NPUITOXEHNS HY>XHO
KOHTPONMpoBaTb UMK
BrnokupoBaTb, YTOObI

OHW He 3abupanu
pecypcbl NONe3HbIX
NPUNOXEHUN.
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PbiHOK 06nauHbIX ycnyr B Poccumn
£ Mnpa

MporHos

2017 2018 2019 2020 2021 2022
(npepsBapuTenbHbie
OaHHbIe)

UcTouHMK: oueHka iKs-Consulting © PBK, 2019
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[Touemy KnmneHTbl BbliOMpatoT Exinda?

YnpasneHue
P MoluHas

OTHETHOCTb

[Mpo3payHas paboTa
cetu

NPOMNYyCKHOW PekomeHaauumn
CMOCODOHOCTbLIO
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[Tpo3payvyHasi paboTa cetTu

[po3payHasn paboTa YnpaeneHve

CceTn

NPOMNYCKHOW PekomeHaauumn MollHas OTYETHOCTb
CNOCOBHOCTbLIO

« Kakue nonb3osaTtenu B cetn? Kakmne pecypcbl OHU NCMNOMb3YT?

« Kakue npunoxeHus ncnonbayTtca? Kakne HYy>HO KOHTponnpoBaTh?
« Kakue akTMBHOCTM BNUSAIOT Ha paboTy ceTn?

* [lonHoe NoHMMaHue NCnosb30BaHUS CETEBOIO TpaduKa

Smartly engineered | Trusted experience | Right sized solutions | Security excellence GFISOftWCM’e
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YnpaBneHue npomnyckHOM CrocoOOHOCTbIO

[Mpo3payHas paboTa APEENETIE

cetn

NPOMYyCKHOW PekomeHaauum MoLiHasa oTYEeTHOCTb
CNOCODOHOCTbLIO

« KoHTposnb nepegayn BMaeo ansi orpaHNYeHnst UCrnonb30BaHUs KaHana
« CHwmxeHue npuopuTteTa Tpadmka coumnarbHbIX CETEN, UTP N Meana

« KoHTponb p2p\ToppeHT Tpadmka

e 3awmTa KPpUTUYHbBIX NPUNOXKEHNI

« Obecne4veHne cTaburibHOM paboTbl NPUITOXEHNN
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PekomeHaauum

PekomeHaauumn

« ABTOMaTM3aUUA U3MEHEHNS NPOMYCKHOM CMOCODOHOCTU CETH
* YBegoMIeHus npm pe3kom rnoBbILLEHUN NCMOSTb30BaHUS
KaHasra npuroXeHnamMmm n nonb3oBarenamm
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MoLluHasa OTYETHOCTb

YnpasneHue
P MoluHas

OTHETHOCTb

[Mpo3payHas paboTa
cetu

NPOMNYCKHOW PekomeHaauumn
CMOCODOHOCTbLIO

« OTyeT No NpunoXxeHnsam ans obecnevyeHnss NPOM3BOAUTENBHOCTU

« OrtyeT no Tpaduky Ana obecnedeHns naeanbHoOM padoThbl CETU

« OTYeT No NPOMNYCKHOM CNOCOOHOCTU AN ONTUMU3aLMK
MCNONb30BaHNS PECYPCOB

Smartly engineered | Trusted experience | Right sized solutions | Security excellence GF’SOftWGre
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& exinda Dashboard Solution Center Monitor Configuration admin Support

demo-client System Health: | OK Optimizer ONw Config: V7.4 (4048) FriMay 19 12:42:49

Exinda Recommends 9

» The cirouit - Auto Catch-all - has traffic that was not caught by a virtual circuit. Exinda recommends that you investigate by looking at the Virtual Circuits monitor or Real Time monitor, then redefine your virtual circuits to capture all of the circuit data. (May 18, 2017)
= The circuit - Auto Catcheall - has traffic that was not caught by a virtual circuit. Exinda recommends that you investigate by looking at the Virtual Circuits monitor or Real Time monitor, then redefine your virtual circuits to capture all of the circuit data. (May 17, 2017)
= The circuit - Auto Catcheall - has traffic that was not caught by a virtual circuit. Exinda recommends that you investigate by looking at the Virtual Circuits monitor or Real Time monitor, then redefine your virtual circuits to capture all of the circuit data. (May 16, 2017)

b
Dashboard | Range:[ Today 4] 19/May/2017 12:00AM - 20/May/2017 12:00AM é (7]

Visibility - What applications are utilizing my network? More details o o Link Utilization - When does my utilization peak and what is causing it? More details o 9

Tep 10 Inbound Application Groups Top 10 Qutbound Application Groups Link Utilization

20Mbps —
18Mbps - L
16Mbps
14Mbps
12Mbps
10Mbps —
Web Database Services Interactive Web 8Mbps | i I
ail File Services ail Database Services BMbps
Interactive P2P Othar P2P 4Mbps
Othear Streaming File Services Exinda 2Mbps < |
Exinda . Social Metworking .I.l G B Vaoice . Instant Messaging 10G B T r I |
12:004M D&:00AM 12:00PM 08:00PM 12:0040M
18 May 17 18 May 17 18 May 17 18 May 17 20 May 17
Inbound Quibound
Recreational - How much recreational usage is there? More details 0 0
Application Hosts Time Data
24 3h 2 m 405 385 M B Reduction - How much bandwidth have | saved? More details eo
Games 1 10s oMB Application AN Data WAN Data Reduction Ratio {%)
Instant Messaging 3 58m 10s EMB o
p2p m 59m 505 3238 1,407MB 124MB [ | 91%
Social Metworking 4 24m 50s 1oMB ETP 1407TME 124MB | 91.15%
Streaming [ 39m 40s 42MB
Time Savings - How much time is my optimization saving? More details 9 0
Prioritization - How often were my critical applications pricritized? More details o o Application Before After Saving %

HTTP &nZim Sh0Zm Th26m 2%

[—— F— . 2 -~ a B



Schedules
Adaptive Response
Service Levels
HTML Response

System

Basic Install Wizard
Metwork

Setup

Optimization
Certificates
Authentication
Logging
Diagnostics
Maintenance

Tools

Filter Rules: |y an Source Direction Destination ToS/DSCP Application
[ALs] [ AW 4] [ Both 4] [ AL 4] [ A 4] [pap N
¢ | $) [Boh 4] I I :
4 | $) [Boh 4] | I I :
L ¢ | i) [(Both 4] Dl Dl ;
| Create New Policy |
VLAN Source Direction Destination TaS/DSCP Application
ALL - Accelerate (Optimize, Application Acceleration) -Actions-—- &
ALL ALL Both ALL ALL ALL -Actions-- &
ALL - Guarantee Low 5%-100% (Optimize, 5%-100%, Priority 7) -Actions-- &
ALL ALL Both ALL ALL ALL -Actions-- &
ALL - Guarantee Med 8%-100% (Optimize, 8%:-100%, Pricrity 5) -Actions-—- &
ALL ALL Both ALL ALL ALL -Actions-- &

Database - Guarantee High 10%-100% - Accelerate (Optimize, 10%:-100%, Priority 2, Application Acceleration)

ALL ALL Both ALL ALL
Database - Guarantee Low 5%-100% (Optimize, 5%:-100%, Pricrity 7)

ALL ALL Both ALL ALL
Database - Guarantee Med 8%:-100%: (Optimize, 8%:-100%, Pricrity 5)

ALL ALL Both ALL ALL

[atabase Services

[atabase Services

[atabase Services

Database - Guarantee Med 8%:-100%: - Accelerate (Optimize, 8%:-100%:, Pricrity 4, Application Acceleration)

ALL ALL Both ALL ALL
Database - Limit High 4%-70% (Optimize, 4%-70%, Priority &)

ALL ALL Both ALL ALL
Files - Guarantee High 10%:-100% (Optimize, 10%-100%, Priority 3)

ALL ALL Both ALL ALL

[atabase Services

[atabase Services

File Services

Files - Guarantee High 10%:-100%: - Accelerate (Optimize, 10%-100%, Priority 2, Application Acceleration)

ALL ALL Both ALL ALL

File Services

-Actions-- §
-Actions-- §
-Actions-- §
-Actions-—- %
-Actions-- §
-Actions-- §
-Actions-- §
-Actions-—- %
-Actions-- §
-Actions-- §
-Actions-- §
-Actions-—- %

-Actions-- §

1 50 ) o1 ol e el ) oL ol e ol e el ol e
S

-Actions-- &



Throughput of Inbound Applications (Mbps) Top Apps (GB)
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Throughput of Outbound Applications (kbps) Top Apps (GB)
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¢;exinda Dashboard | Solution Center Monitor Configuration

demo-client  SystemHealthk OK  Optimizer ONwv Josaved changes - V7.4 (4048)
Realtime | AutoRefresh Rate: | 30 seconds #] | IP/Subnet Filer: | |[Aopty | | ShowPolicies  ShowUsers € Group g

e el | comversations | Sl
Outbound Conversations

External IP Internal IP Application Transfer Rate  PacketRate  Flows External IP Internal IP Application Transfer Rate  PacketRate  Flows

(Mbps) (pps) (kbps) (pps)
Total 9069 7809 278 Total 3896.931 1676 842
.U 192.168.17.1 192.16817.99 FP 61608 5082 2 192,168.10,363 6418278 SMTP 1430.004 126 2
192168171 1921681799  HTIP(D2368.17.1] 26732 2303 1 101253232 1921681096  HTTPS £07.248 49 5
202.36.230.5) 1010224 HTTP{masport.com) 0325 g B 198.100.100.242 192.168.10.159 Prim 401575 34 1
20227252177  192.168.10.074 HTTP{weanliquorking.conz) 0.309 32 2 Q 19236817 192.16817.99 FP 248156 443 2
203.23.60.227 1921681066  HTTP{netxpress.co.nz) 0.268 35 15 192.168.00.2 198.300.100.2 wp ports 3777 -> 11448 n9.242 32 1
2035223660 19216810170  HTTP{wwwsimtac.com.au) 0.219 32 0 192368171 192.16817.99 HTTP{192.168.17.)) 09928 196 1
198.100.100.9 192.168.10.8 LotusNotes 0.129 18 2 192.068.10.163 64)18.2100 SMTP 91.492 9 1
192.168.00.163 6418612 SMTP 0.094 9 2 20227184165 10.10.238 HTTPDaramsn.co.nz} B89.678 76 2
2021218597 19216810366  HTTP{rxZimages.colo.cecomau] 0.081 15 10 19216810112 198.100.100.5 Telnet 75.267 6 ]
2022718450 192,168.10.126 HTTP{ads xtramsnconz] 0.066 10 5 192.168.10.86 198.:00.100.2 Telnet 55742 ) 1
209.62.186.9 19206810126 Flashimlau.2mdn.net] 0.049 5 1 198100100133  192.168.10.159 Primt 42754 10 1
192.168.00.63 6418278 SMTP 0.040 &9 2 20227252117 192.168.10.1774 HTTPwww.lquorking.co.nz] 31485 W 2
2022718465 19216810126  HTTP{xtramsn.co.nz] 0.030 - 1 196.100.100.9 192.168.10.65 LotusNotes 29.059 4 1
1921680067 20221137052 twp ports 1533 -> 1309 0.027 4 U 2035223660 192.168.10.171 HTTPfwwaw.simtac.comay) 27514 2 L
198.100.100.9 192.168.10.18 LotusNotes 0.023 < 1 20236230.5) 10.L0.224 HTTP{masport.com) 27.003 24 8
168.143.175.215 19216810139  HTTP{acvs.medaonenetwork.net] 0.0% 2 ! 192.168.10.26 198.100.100.2 Telnet 25359 7 )
198.100.100.9 1921681099  LotusNotes 0.017 13 1 168143075215  192.168.10.43 HTTP{acvs.med aonenetwork.net] 25330 7 3
262396383 19216810182 GMalimal.googlecom) o.on 2 | 20219327 192.16810.3 HTTP{warw jenkinsgymeonz) 23.250 22 2
6418612 192.068.10.63  tcp ports 25 -> 3417 0.006 1 1 20227.84.50 10.1.0.238 HTTP{ads xtramsn.co.nz] 2368 22 13
198.100.100.9 19216810369  LotusNotes 0.006 2 1 20227184165 192168103 HTTP{xtramsn.co.nz) 2309 10 3
168143175215 19216810139  Flash{acvs.medisonenctwork.net) 0.006 1 1 198.100.100.21 192.168.10.207 MS-SQL 22,995 % 3
10.1.0.226 19216810157 CFS 0.005 4 | 2039965232 19216810.43 HTTP{ads.apnconz] 2142 21 20
198100.100.23% 19216810170  tcp ports 31052 -> 3409 0.004 5 1 198.100.100.2 192.168.10.86 Telnet 21313 7 1
192.168.10.163 648,612 tcp ports 3417 -> 25 0.004 8 1 203.99.65.70 192168.10.43 HTTPiwenw.nzherald.conz) 20,952 8 2

6438602 19216810363  SMTP 0.004 8 2 198.100.100.2 192.168,10.26 Telnet 20,495 5
198.00.100.9 192.168.10.M LotusNotes 0.004 3 202278450 192.168.10.% HTTP{ads xtramsn.co.nz) 20261 15 9

721625307 19216810139  HTTP{pagead2.googlesynd cation.com] 0.004 0 1 202277667 19216810.34 HTTP{wwweyellow.conz) 18.509 8
192.168.10.163 6418.2100 SMTP 0.003 5 | 2032360227  192168)10.%46 HTTP{netxpress.co.nz) 18.030 23 15
198.100,100.9 1921681038  LotusNotes 0.003 2 1 192.168.10.207 198.200.100.21 MS-SQL 17.088 6 3
2%0.50.7.243 1920681026 HTTP{ad.nz.doubleclick.net] 0.003 1 1 198.100.100.2 192.16810.2 wep ports 1448 -> 3777 15.400 28 )
196.100.100.9 192.168.10.7 LotusNotes 0.003 2 1 192.168.00.163 6418.282 SMTP 14.666 2 1




GFl Software mggij'zszgft%a;zru

Smartly engineered for greater IT partners@afi-d.ru

Axkuunm po 30 ceHTAOpAa 2019 ropa

40% ckmaka npu nepexoge Ha GFl Unlimited ¢ ntoboro peweHna ana 6bmusHeca, Ybmn

OYHKLMM MOXOXW Ha 060U NPOAYKT M3 NOPTHEens NoANNCKM

20% ckumaka ana obpasoBaTesibHbIX M FOCYAAPCTBEHHbIX yUupexXaeHn (MOCTOAHHaS

akumsa)

* aKuMn He CyMMUPYHOTCA

** cBepbTeCb C aKTyasbHbIMM akUMAMKW Ha Beb-canTe https://gfi-software.ru



http://www.gfi-software.ru/
mailto:partners@afi-d.ru
https://gfi-software.ru/

THYCOTIC

ynpasaeHune npuBUAermpoBaHHbiMU y4eTHbIMU 3aNUCAMMU



NMPUBUNNETUPOBAHHDbIE YHETHbBIE 3AINCH

He nepcoHanbHble yyeTHble 3anuUcu

ncnonbsytotca UT cneumanmcrtamm, KOTopble NPeaoCTaBAAKT AOCTYN
[0 KPUTUYECKN BAaXKHON MHPOPMALUN U CUCTEM:

JJomeHHbIN AAMUHUCTPATOP UAU root

CywiecTByIOT Be3Ae: B Ka*KJ0M YCTPOMUCTBE, CepBepe, rTMNnepBuU3ope,
onepaumnoHHOM cnucteme, 6ase AaHHbIX AU NPUNOKEHUN

MpeactaBnatoT cobon yassumoctb ana T MHPpacTpyKTypbl



“No 2021 ropa opraHn3sauum ¢ PAM byayT Kak
MUHUMYM Ha 50% meHbLle nogBep)KeHbl PUCKY

- BO34,eUCTBUIO NPOABUHYTLIX YIPO3 N0 CPaBHEHUIO CO
c U Ic — cBOUMM Konneramu 6e3 PAM”.
-wm - Gartner PAM Best Practice Report 2017

y

- rnobanbHaa notpebHocTb B 3awute AT

“K 2020 roay 6onee nonoBUHbI HapyLeHnit 6e30nacHOCTU, CBA3AHHbIX C

laaS n PaaS, 6yayTt nucxogutb ns npobenam B 6esonacHocTty,

BbI3BaHHbIMM OTKA30M OT BHeApPEeHUA TexHonaornm u npoueccos PAM.”
— Gartner Investment Report 2017

HapymeHm‘/'l CBsA3aHO C npuBunermpoBaHHbLIMu"
Y4€THbIMU 3aNMNCAMMU
- Forrester Wave

thycotic,



CtatTnctmka PAM

e 20% opraHun3aunmn Yy
NPUBUNETNMPOBAHHbIX YYETHbIX 3anncen

* 30% opraHun3saumm

* 40% opraHun3saumm ana
NPUBUNETMPOBAHHbIX N OObIYHbIX YYETHbIX 3aNUcen
e 70% opraHusauunm HOBOW

NPUBUNETMPOBAHHOMN YYETHOM 3aNnUcK

* 50% opraHun3sauunmn
NPUBUNETNMPOBAHHbBIX YYETHbIX 3anncen



Ctatnctmnka PAM 2018

62% opraHnsauum npouecchl 4NA NPUBUAErMPOBaHHOIO A0CTyNa
51% He moryT obecneunTb B CUCTEMY A1 NPUBUNETMPOBAHHbIX
YYETHbIX 3anucen

73% He npoBOAAT N HE YAANAKOT TECTOBbIE YYETHbIE 3aNUCU NN HE U3MEHSAIOT
yYEeTHble 3anMCcK Mo YMOJIYaAHUIO Nepe nepemelleHnem NpunoKeHnmn B pabory.

70% opraHuU3auuu He MoryT NPUBUNETNPOBAHHbBIE YYETHbIE
3anucu - n 40% Hunyero He aenatoT ANA obHapyKEHUA 3TUX YYETHbIX 3anmncemn

55% nocsie yBOJIbHEHUA COTPYAHMUKA

63% O HeyAauHbIX NOnbITKax

BXOJa B CUCTEMY AJ18 MPUBUNETMPOBAHHbBIX YYETHbIX 3aNMUCEMN

70% He moryT orpaHuuYUTL K MPUBUNETMPOBAHHbIM YYETHbIM
3anmMcam



100% POKYC HA BE3OINACHOCTb

NNEFKO UCMNOJNIb3OBATb | MOJIHbIA LUKN 3ALWNTDI

KaMu
Secret Server

y‘l:llg_?BIIEHVIe npmeniaermpoBaHHbiMu

O6Hapy>XeHne BHYTPEHHMUX yrpo

Privileged Behavior Analytics THYCOTIC

PRIVILEGE

NMpuBnaernn npnaoXkeHnmn SECURITY

Privilege Manager
NHcTpyMeHTbI caMmoo6cnykmBaH AN
Password Reset &

Group Management Servers




Secret Server

YcTtaHoOBKa 3anyck 3awmTtuTte lNpepocTtaBneHue KoHTpornb
XpaHunuuwa OOHapyXeHus CeKpeTbl aocTtyna ceccum

HacTtpoiika paspeLueHuni, Hangute BCce Bawu XpaHeHune n potaums BeeneHune ponewn, 3anpoca [obGaeneHne mogynem

nonb3oBaTeniemn, CTPyKTypbl HEeN3BECTHbIE napornen BaXxHbIX AocTyna n gpyroro 3anycka, BKNYeHune

n 6esonacHoro NpUBUNErMpoBaHHbIE YYETHbIX 3anucemn ynpasneHus proxy, MOHUTOPWHIa "
3alndpoBaHHOIo XpaHunuiia yYeTHble 3anucu 3anucb ceccumn

thycotic,




- SQL HA/Geo Replication
’ ._l'l—i-- >~ | Session = Session
Z o — mm Launcher Q’ Monitoring
~—
API —'
'
4 Alerts Ilp SIEM
E @,a' BElE® |ogging
IT Admins Web Browser ~ I
: ‘ - E e  Distributed Engine (Optional)
1 D X mm
Desktop App / m E Remote -
Smartphone Apps Secret Server Password Di
I Changing @ iscovery

Clustering

I i :I (optional) o .~
- Manage @ Discovery

Two Factor Service
(Optional) Accounts



Privilege Manager

O6neryeHue pabdboTbl ¢ aAMUHUCTPATUBHLIMU NMPUBUTIETUSAMMN.

YpaneHue YcTtaHOBKa HacTtpouka NMpumeHeHune HacTtpouka
YYeTHbIX 3anuceun areHToB KOHTpOA NONMUTUK npuBuUnerum

Ncnone3ya Secret Server Pa3BepTbiBaHWe areHToB CosgaHue Genbix [obGaBnsem NoNnTUKK BHenopeHve
A8 yaaneHns y4eTHON Ans obHapyXeHnsa n CMNCKOB MPUITOXKEHNI U NO3BONAKOLLME OrPaHNYNTL  NOBbILLEHNA / YMEHbLUEHUS
3anvcu agMmnHuUcTparopa WHBEHTapmn3aumm NoNMTUK 6Ge3onacHoOCTU NN paspeLumnTb 4eNCTBUSA npusunernn ona
NPUITOXEHMA N NPOLIECCOB nonb3oBaTenam NPUITOXEHNN
Ha KOMMboTEpax

thycotic,




Oxunpaetca, 4to o6bem pbiHKa PAM BbipacTeT
c 5922 mnH B 2016 roay
no $3,792 maH K 2021 roay

NPU COBOKYNHOM rogoBom temne pocta B 32,7%.

marketsandmarkets.com. My6ankauua: Mapt 2017
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3ATPY3UTE NMPOBHYHKO BEPCUIO YHKE CETOHA
www.Thycotic.ru
Mbl OBYYUM BALLUNX MHXKEHEPOB BECIJTATHO



http://www.thycotic.ru/

ALTARO
VMBACKUP

Hyper-V | VMware

inffo@vmbackup.ru « www.vmbackup.ru




MUCCUA ALTARO

Cratb nocraswmkom Nel

NPOAYKTOB pe3epBHOro KONMpoBaHUA Ana noctaswmkos ycayr (MSPs) u IT-otaenos

Hawun npoAayKTbl

ALTARO ALTARO ALTARO
VMBACKUP VMBACKUP  Office365 BACKUP
Hyper-V | VMware for m for m




Altaro VM Backup @ é’@ Q '

O630p NpoAayKTa

"YnobHoe pe3epBHOE KONMPOBaHME BUPTYabHbIX MawmnH Hyper-V u VMware
= JlerkoCTb UCNON1b30BaHUA N BHegpPeHUA

= Bce 4TO HY)XHO ON1A pe3epPBHOro KONMPOBaHUA:

" HenpeB3oMaeHHasa LEHHOCTb

= OTAInYHaA nogaepKKa



Pe3epsHOe KOnMpoBaHMe BalUUX BUPTYA/IbHbIX MALUUH
YMEET BCE, YTO HYXHO NTHOBOMY K/TUEHTY! |

= Pe3epBHOE KONMpoBaHMe 6e3 0CTAaHOBKM BUPTYa/IbHON MALLUUHDI ==
" MoaaeprkKka kKonnposaHua ana ntobbix roctesbix OC, a Takxe Exchange 1 SQL

= BoccTaHOBNEHME Ha ypoBHe ¢painos/anemeHToB Exchange/anckos

" ABapMMHbIN CTapT BUPTYaZIbHOM MALLUUHbI U3 KOMNU

" OTCNEeXMBAHNE USMEHEHNI B peasibHOM BPEMEHMU

= CxKaTue pesepBHbIXx Konun, WAN—onTummnamnpoBaHHas penankaumsa, 256-butHoe wndposaHme

" HenpepbiBHasA 3awmTa gaHHbix (CDP) — pe3epBHOe KONMPOBaHUE KaxKable 5 MUHYT!

" NopaepxKa knactepoB MS Hyper-V (CSV) u VMware vCenter



HenpeB3onageHHan ueHa

inuen3unsa Ha 1 roa: 38 800 pybneun 3a BM

*npoaneHue ~25% ot N3HaYaIbHOU CTOMMOCTH

** cTaHAAPTHAA peaakuusa



Altaro VM Backup ana nocraswmkos ycayr (MSP)

+

9&% + = MHOrono/nb30BaTeNbCKUI PEXUM: YNPaBAAATE Pe3epPBHbIMU KOMUAMU U
penamumMpoBaHHbiMM BM Bawmnx knmeHToB ¢ KOHconblo 06nauHoro
ynpasaeHus

(j? * MlnaTUTe exxemecAa4YHO TONbKO 3a Konmnvectso BM u ot 500 pybneit 3a BM/mecau!

&

+ * Hukakux o6asartesibHbIX KOHTPAKTOB: MUHMMA/IbHbIN €XXeMeCAYHbIN Tapud He
meHee 10BM. MacwTtabuposaHue o 1000 BM.

-+

E\ + = [lpepoctaBsieHUe BHeEWHero XpaHMauLla: pesepBHoOe KONMpoBaHue n

— BOCCTaHOBNeHMe BM Balmnx KIMEHTOB Ha UX cepBepax, B obnake Unan Ha Bawem
cepBepe. OnnaTta ToNbKO 33 NUCMNoJiblyemoe XpaHUInLle.




NMpeanpoaaxHaa noaaepiKKa

MNMomoub B BbIbOpe peLueHns
CpaBHeHMe C KOHKYpeHTaMu
[AdeMoHcTpaymsa NPoayKTOB «>XKUBbEM»

NMoparotoBka npoekra

YcTaHOBKa M NepBMYHas HaCTpomKa
ObyueHne Bawnx CNeLNannCcToB
MNomoLwb B MHTerpaunm nog T3

[ToNHbIN LUKN NoAOepXKu

Hawwn cneunmManncTtbl BCcerga Ha CBA3MUu

TexHunueckoe obcny>xmBaHue

Moasep>kKka KNMEHTOB Ha PYCCKOM
A3blke Mo TenedoHy, 31eKTPOHHOM
nouTe 1 Yepes CUCTeMy 3asBOK

NMomowb B npoaneHun

3a6ﬂaI'OBpeMeHHO HanoMHMM BaM O
npoaneHnn AnueH3nm n pacCynTaem
CTOMMOCTb.




01

3aperncrpupyunTe

CoobwwuTte HaMm o cTapTe
paboTbl C KNIMEHTOM.

B cnyuae, ecin knmneHt
paHee npuobpeTtan vepes
BacC 1 cenyac
npoANeBaeT, OH
perncTpupyeTcs 3a Bamu

dBTOMaTn4yeCcKn.

02

Aep>xnTe B Kypce

Mpucblnante
MHbOpMaLMIO O
ABVXKEHWM, MPUBAEKANTE

Hawnx cneumnaanmcrosB.

be3 aBn>xeHnA Mo npoekTy
perncTpaumnsa CHMMaeTca 1
KNWNEHT JOCTYMNeH BaLIUM

KOHKYpPEHTaM.

MexaHU3M 3alUThbl CAENOoK

Bcero 4 wara gna ysepeHHoOCTn B nobege

03

PaccumtamTte 3akas

CamocToATeIbHO UK C
HaWWMW CneymanmcTamm
NoAroToBbTE
npeaJsoxeHune n
3apUKCUpyWTe LiEHDI.

Ha aTom atane BaxHO
3HaTb CPOKM
pa3melLeHns 3aKasa.

04

Bbinrpante caenky

Bbl moayunte nonHyro
NapTHEPCKYH CKUAKY B
COOTBETCTBUWN CO CTaTyCOM.

BaLum KOHKypeHTbI noayyat
cknaky He 6onee 10%.



[lpoekT GFI Software

YcnoBusa u npmBuaernmn

GFI < KERIO

Cxkupka 6e3 perucrtpauuv caenku 10%
Ckunaka c perncrpauuven caenku 15%

C peructpayuen GFl Unlimited o
= 30%
y BeHaopa ot 150 Tbic pybnewn

C peructpauyuen GFl Unlimited
" 40%
y BeHaopa ot 300 Tbic pybnen

2 MeHezxepa no

O6yueHHble cneymnaancTbl
npogaxkam

O61bém caenok B roa

AKTUBHOE npoaBUXeHMne
basoBble
nocne 1-ro 3akasa
NMpumeuaHus

10%
20%

35%

45%

3 MeHegXKepa no
npoaaxam
3 Tex. cneuunanncra

Ot 1 750 000 p.

+

basoBble

Ceptudukauus
CneLnanncTos

10%
25%

40%

50%

5 MeHeXepoB Mo
npoaa)xam
5 Tex. cneymanncTos

Ot 3 500 000 p.

=+

PaclwivpeHHble

NHanBMAyanbHbIA NaaH
paboThbl



[lpoekT Altaro Software

YcnoBusa u npuBMUIAETNN

ALTARO

NINLLEH3UMN
Ckmnaka Ha npoaneHue 10% 15% 20%

2 MeHezxepa no

1 MeHea>kep no npojaxam
O6yueHHble cneunanncTbl o NHaneuayanbHO
npoaaxam 1 TexHnueckmmn
cneunanuct

O61bEM caenok B roa, Ot 20 wrt O140 wr

AKTUBHOE npoaBuXKeHue + +

ba3oBble
bazoBbie PaclinpeHHble
nocae 2-x 3aKa3oB
CepTndumkaums NHanBuavanbHbIV NaaH
MpnmeyuaHua prgukay AVBAY
CneumanmcroB paboThbl




[1lpoekT Thycotic

Ycnosua v npuBuaermu

thycetic,

BpoH30BbIU CepebpsaHbIN

Cknaka Ha HOBble

° 0
NNLEH3NN 20% pana caenok Ao 1 mMaH, 35% ana caenok ot 1 MaH py6.

Ckmnaka Ha npoaneHue 10% 15% 20%
1 MeHea>xep no 2 MeHeaxepa no
npoAa>kam npoAa>kam
O6yueHHble cneunanmucTbl PO o POA
1 TexHnuyeckmnm 2 TEXHUYECKMX
cneunanmct cneumnanmcra
O61bEM caenok B roa 10 maH pyb. 20 maH py6.
AKTUBHOE npoaBuXKeHue + +
Ha 2 Mecsua Ha 6 MecsLeB
nocne 3akasa nocne 3akasa
Ceptnopumkauuns NHanBuayanbHbIA NaaH

NMpumeuaHua

cneuyanncToB paboThbl



[looxopn K paboTe c 3aKa3uYnKamu

,ﬂ,OJ’IFOCpOLIHbIe OTHOLWEHNA C KIMEHTOM Ha BCEX 3Tanax Ncnosib30BaHMA NPOAYKTOB

BoisBneHue Ynep>kaHue
notpebHoCTEN AOBOJ/IbHOTO
KANEHTa

Noabop pelueHns
[lpoBeseHne gemo

MpepynpexaeHne 06

MpnobpeteHne
[lomoLLb B HacTpouke OKOHYaHUW NNLIEH3NU
ObyueHne 3a 3 MecAaua

[logaep>xka Ha PyccKOM A3bike
KOHTpO/Ib YyA,0BNETBOPEHHOCTH



C yero HauaTb cerogHA?

O3HaKOMbTECh C MePEUYHEM PELLEHNN
Mbl NOMOXeM BaM COCTaBUTb MJaH M NOArOTOBUM MaTepuabl

TexHMueckas n NnpeanpoaakHasa noaaep>xka Ansa sac becnnatHa!
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Cnacmbo!
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